
  

 

 
 

April 4th, 2024                                                                              

Security Notice CVE-2024-3094 

 
XZ LZMA Vulnerability 
 
 Dear Sir or Madam, 
 
KARL STORZ is aware of and currently monitoring the XZ LZMA Vulnerability (CVE-2024-3094). This 
vulnerability was announced on March 29th, 2024. For the moment we can confirm that KARL STORZ 
or our customers are not harmed in any way. Certainly, we will keep monitoring and investigating that 
important matter and will keep you informed.  
 
For the moment, we can assure you that all KARL STORZ medical products, non-medical product or 
their accompanying infrastructure do not utilize the affected version 5.6.0 and 5.6.1 of the library 
liblzma. 
 
 
KARL STORZ always recommends the following steps:   
 

Employ Good Network Hygiene Practices 

• Ensure data has been backed up and stored according to your individual processes and 
disaster recovery procedures. 

• Execute updates to malware protection, where available. 
 

 
For more information on this CVE, please follow the link below: 

https://nvd.nist.gov/vuln/detail/CVE-2024-3094 
 

If you have questions, please contact your KARL STORZ sales representative, or contact us at the 
following address:  productsecurity@karlstorz.com.  

https://nvd.nist.gov/vuln/detail/CVE-2024-3094
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Version Date Comment 

1.0 2024-03-30 
  

Initial advisory 

 
 
 
Annex I - List of products 
 
 

Article/Model Product Description Software Version Affected by CVE-2024-3094 

All All KARL STORZ products All software versions Not Affected 

 


